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3 It@u

3.1 ,&
The purpose
A

pos

fthi:ocu nt is to explain the different RFID technologies supported by

Ipttions and abbreviations

Q@

Description

Unique Identification Number

Sector Data

User data stored in none volatile memory in the RFID card.

EAC Electronic Access Control
AES Advanced Encryption Standard
2KDES 2 Key Data Encryption Standard
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3KDES 3 Key Data Encryption Standard.
NFC Near Field Communication ¢
SIO Secure Identity Object *
MAC Message Authentication Code. Cryptographicj checksum o Mo
ensure integrity and authenticity of data.

3.3 References
[1] WWW.NXp.com %
V4
[2] www.hidglobal.com P
[3] WWW.Wwaazaa.org
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4 RFID Technologies in Aperio

4.1 Overview

The RFID Technologies supported by Aperio are divided into two major groups, high k
frequency - HF and low frequency - LF. Different lock hardware is used for HFEa LF

The table below shows an overview of the Aperio RFID, the main features
technology and the support across platform generations. Further inform@ out these

technologies is given in the next chapters.

S

RFID TECHNOLOGY PLATFORM
ICLASS - 2kbits, 16kb|ts,4© V2/V2 SE
150144438 UID |~ 4°r7 bytes V2/V2 SE
-4o0r7by
MIFARE CLASSIC | - Secm@ V2/V2 SE
- 4kbytes cards
- byte
MIFARE PLUS tord curlty level 1 & 3 | V2/V2 SE
HF 4kbytes cards
.6 & DESFire EV1 V2/V2 SE
MIFARE s or 8kbytes cards
Special DESFire EV1 format V2
© Highest security
&c ASS @ - NFC card emulation V2 SE
- SIO enabled
OQ MIF QFIRE sg | - S1O enabled V2 SE
V3
- Prime V2 LEGIC
LEGIC - Advant
HID PROX - HID Prox reader compatibility V2 LF
LF
EM PROX - Raw data output V2 LF
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4.1.1 iCLASS
iICLASS employs ISO15693 communication protocol and HID proprietary security

protocol.
The use of iCLASS does not require any configuration by the user since the Aperioth%s
firmware will automatically read up to 144 bits from the HID Access Control ID field of

the HID Access Control Application.
The data read by Aperio is identical to the data that an iCLASS standard r uld

read. 6

4.1.2 15014443B UID %
Some RFID technologies such as Calypso, Atmel CryptoRF, Pi% d others use the
c%€a

ISO/IEC 14443B communication protocol. Aperio supports jhg of the UID for
cards using this technology.

Early versions of Calypso employ what is called Innova
1S014443(B’). Aperio does not support this protoc

Pico Pass can use either ISO14443B or ISO15693.N#1e UID reading in ISO15693 is not
currently supported.

Jf6tocol, also known as

4.1.3 MIFARE Classic

This RFID technology is compliant to§4443A-3 and makes use of a NXP proprietary

security protocol for authentication and%giphering.

The Aperio platform supports th@ing of Vytes UID.

Aperio also supports secto ing; the \ st configure the sector containing the
e

desired information as the key to this sector. Only one configuration per
lock is supported and th muli@ple§ector reading is not supported.

The platform suppoN NXP A ssic manufactured cards (1K/4K), Infineon
MIFARE cards (a n as IFARE) and NFC MIFARE Classic implementations for

mobile phon
MIFARE C mory i nized in sectors. These sectors are divided into blocks of

&c

sec

16 byte h:SMIFAR 1k cards have 16 sectors of 4 blocks, whereas 4k cards
have 32 rs of 4 blo and 8 sectors of 16 blocks. Aperio can read up to 48 bytes of
dagé ffom any se @

a trailer block where key A and B are stored. There are also 4 bytes

its¢”Dapending on these access bits, card reading/writing can be allowed by using
key A, k or both. MIFARE keys are 6 bytes long. Aperio supports usage of key A or B
for reafhing settor data.

I 0 read sector data, the Aperio lock needs to be configured via the PAP tool. The
f g parameters need to be set: sector number, the index where the information
starts, the data length, use of key A or B and the key value.

As an example, imagine we want to read the user data shown in the figure below: 17 10
19 80. Assuming we want to use Key A and the value is 001122334455, the lock
configuration parameters become:

Sector: 14, index: 17, length: 4, key: A, key: 001122334455
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Byte Mumber within a Block

Sector Block D1 (213|456 7 |89 (10111213 14|15 Dascription - \
15 | Kay A Accaoss Bits Key B Sector Traila%
2 Data

1 D
0 b

14 ] Kay A Accass Bits Key B or Trailer 14

2 Data

L 17 |10 (19 |80 Data

0 t- Data
9

1 3 Kay A Accoss Bits Key B Sector Trailer 1
2 Data
1 Data
0 Data

] 3 Kay cess Bits Key B Sector Trailar 0
Data

b Data
«ﬂ Manufacturer Data Manufacturer Block
Q~ & Fig. 1
Q 4:.1.4 mE Plus

MIEAR us cards can be used in security level (SL) 1, 2 and 3. Aperio supports the use

o‘@ ity level 1 and 3 only.

Security Level 1 is backwards compatible with MIFARE Classic, the use and configuration
of this mode is identical to MIFARE Classic. This mode is adequate for migrations from
MIFARE Classic to MIFARE Plus where both credentials can be used in the same
installation. The optional AES authentication support in security level 1 is not supported.
For higher security, please use security level 3.
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Security Level 3 uses AES cryptography for authentication, data integrity and
confidentiality. In order to read data from the sector, the user must configure a 16 bytes
AES key.

Aperio can handle 4 and 7 bytes UIDs as well as 2K and 4K cards. !
ards

The memory organization is identical to MIFARE Classic with the exception of 2K c

which have 32 sectors instead of 16. Therefore, the configuration parameters h
same as for MIFARE Classic with the exception of the key length in SL3. Th Plus
key length in SL3 is 16 bytes (AES-128 bit).

There are 2 types of Mifare Plus cards, S and X. SL1 operation is identi SL3, Mifare
Plus S cards lacks the support for data encryption in SL3, only MAGsis supported to
ensure integrity. Mifare Plus X cards support data encryption (and in SL3. It is
possible to configure a Mifare Plus X card (the access rights) bgh as a Mifare Plus S
card, i.e. to allow reading of plain data protected via MAC .

In SL3, Aperio supports Mifare Plus S and X cards differ depending on platform
version. ‘ 2

V2 specific: Mifare Plus S and X cards are handl ame way meaning plain mode
access of data is used (MAC only). X cards has configured to allow plain mode
reading of data.

V2 SE specific: The highest possible securityhistused for each card. For Mifare Plus S
cards, plain mode is used. For X cards ngryption is used. No configuration is needed
for this. The lock determines type of e Plus cards and acts accordingly meaning read
data in plain for S cards, read encrypted\data far X cards. Note, X cards shall be
configured to only allow encrypt@d access toN ase security. It is possible to

configure X cards to allow bot ingnd eC\ read access.

4.1.5 MIFARE DES ix Q‘

DESFire communicati col c iessto part 1ISO14443-4. Depending on the
configuration of the\ severafcr raphy standards can be applied.

Aperio platform s s D ire and DESFire EV1. DESFire 0.6 is discontinued by
NXP for sec breach reas ““DESFire EV1 is recommended for all new installations.
Depending’o € card coRfiglration, a 2KDES, 3KDES or AES key will be required; also
the use st know th [ication identifier and file identifier where the data is located.

Ing on platform version, see below.

re supported.
ing UIDAle it is 7 bytes for DESFire. However, DESFire cards can be
4 byte random ID (RID) during anti-collision. Such cards are handled
pe

orgaRizdtion. The card can be divided into applications (up to 28) and these applications

DESFiWs do not have a fix memory structure. The user can define the memory
C

to 32 files. Each application can have up to 14 keys.

In order to read DESFire data, the Aperio lock needs to be configured via the PAP tool.
The following parameters need to be set: Application identifier, the file identifier, the key
including: key value, key type and key number, and the start index and length of the
data to be read within the file.

V2 specific:
Both DESFire 0.6 and DESFire EV1 is supported.
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The maximum supported data lengths is 30 bytes.

Random ID cards are not supported.

V2 SE specific:
Only DESFire EV1 is supported. 4

The maximum supported data lengths is 48 bytes. V
Random ID cards are supported. 3 of the 7 bytes UID are reported as zeroe% RID

shall not be used for any access decisions.

Example:

As an example, imagine a DESFire card application as given e figure below and we
want to read the data 17 10 19 80.

KEY AES 128 nr: 0
AlD: 1235 HO112233 45566773899

FID: 1

FID: 2 Encrypted
(17101980
FID: 3

V
The following parame ter d 0 be set in the Aperio lock:
Appllcatlon identifiefyg ALD: 12 tifier - FID: 2

Key type:
Start in
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4.1.6 Rijkspas

Rijkspas is a card format based on DESFire EV1 cards. It does not require a PAP
configuration; however the configuration is performed by using Rijkspas configuratio
cards. The Aperio lock is delivered in factory mode, the end user will be able to pr a
configuration card which gives the lock all the DESFire configuration parameters, includihg
the key. V

Due to some restrictions in the HID library handling the DESFire code, Rij S ully
firmware implemented and therefore the SAM AV1 is not used.

Future Rijkspas specification requires the storage of the keys in a le as well as
a specific way to perform a key diversification defined in SAM AV 2{d heets. Aperio
t

version 2.x current hardware is not able to satisfy this require

4.1.7 Secure Identity Object (SIO) - SE credg
d6fogy developed by HID

Global. The SIO adds an additional security layer tosa % D or smart card technology.
In short, the credential data (access control data «@: protected is wrapped in an
encrypted data container — the SIO. The SIOQ;\Jrogra mmed to the card. The RFID

reader (the Aperio lock) retrieves the SIO usi nderlying card security protocol
(e.g. iCLASS or MIFARE Classic). Then, chec5 authenticity of the SIO and decrypts it

Secure Identity Object (SIO) is a portable credential

to get the credential data which is the led (sent to EAC).

The SIOs are generated and distribut y HID Global's Trusted Identity Platform™

(TIP). All physical cards using SIQsvare purchaséd via HID Global. Mobile phone
credentials using SIOs are suppQrt y the OY SEOS platform.
a

SIO enabled credentials and_re re ky suffixed with SE (SIO Enabled), e.q.
iCLASS SE. An exception &ls le is iC S Seos credential which is a newly
|t in suppo

developed credential wit S from the start.

Two types of keyse rity sc
Standard and Eli S ard i
e

available for SE credentials and readers,
ult universal keyset (same for all readers and
and simplifies integration. Elite offers a
toi he security level. Both the reader and cards has to be
i et. Elite readers do not read Standard SE cards.

cards) that i
customer/si
configured't e the

The Aperio SE platfo

pports SIO enabled credentials, V2 do not. For physical SE

rovi y¥nigration, credential data retrieved a SIO enabled card is reported to
the E ingdthe underlying credential format. I.e. data read from an iCLASS SE card is

reporte he EAC using Aperio’s iCLASS credential format.
4@ iCLASS SE

This is a SIO enabled iCLASS credential. From a user and integration perspective, spec is
the same as for the iCLASS credential.

cr ials, no ¢ ration is needed. For all supported SE credentials, all keysets are
loa prod the lock. By default, the Standard keysets are used. On request,
@ yset @ loaded at the time of production for the desired credentials(s).
s
S
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4.1.9 MIFARE DESFire SE

This is a SIO enabled DESFire credential. Compared to standard DESFire, no

configuration of the lock is needed to read this credential. The Aperio DESFire credential

format is used to report the data retrieved from the SIO. This format has a byte si

length field. A constraint with this is that non-even 8 bit data sizes is cannot be@t
I

precisely. Such data formats will be reported with trailing bits padded with ze . a
26-bit data format will be reported as 4 bytes (32 bits) of data with the traili s set

to 0. If possible, it is recommended to select a data size of even 8 bit si using
this credential.

4.1.10 iCLASS Seos

iCLASS Seos is a high-end standards based smart card techn eveloped by HID
Global. The RFID technology used is ISO/IEC 14443, sma r mands follows the
ISO/IEC 7816 protocol.

Multiple applications (data files) are supported and da@tructured using object
oriented constructs. Security is state of the art T and NSA Suite B
requirements.

The design of iCLASS Seos enables softwar %&a card emulation in NFC phones.
When emulating iCLASS Seos in NFC phones is no need for proprietary encryption

hardware (as needed for MIFARE). Typi the NFC
Aperio supports reading SIO data fro@ss Seos credentials using ISO/IEC 14443A

RFID technology. Encryption usedsis AES®128. maximum data size is 384 bits. The
UID is random and not reported(to EAC.

For physical credentials, nogloc igurat required by the user, all encryption keys
are loaded at production d or e chapter Error! Reference source not

found.Error! Referenc en nd.. A separate configuration is needed to use
mobile phone crede ; diffe eySets are used. At the time of writing it has not
been determined if thi nfigupdtionNisfto be done in the field or production (as physical

Elite), in develop?g
Physical car vailag %ID Global and ordered the same way as iCLASS cards.

Mobile p egredentials pported and will be available via the ASSA ABLOY SEOS
platformi inNdevelopme he time of writing.

QOQ;{OQ
S
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4.1.11 Legic
Aperio supports:

- Legic Prime MIM22, MIM256 and MIM1024 credentials \

- Legic Advant 1ISO14443A and ISO15693 credentials
A Legic credential consists of a UID (4, 7, 8 or 10 bytes) one or several data se S,
the data segment are identified using a segment number, search string a nt
type.
In order to read Legic data segments, the Aperio lock needs to be fig via the PAP

tool. The following parameters are configurable:

- Search string (optional, if not set, the search string is i
- Segment type (optional, if no type is set the seg
- Start segment for searching (mandatory, i.e. fi
- Start address and length of the data to be

d, third etc)
n the segment (mandatory)

- CRC Consistency check (optional, can
protection)

on segments including checksum

Aperio can read up to 45 bytes of segme

Aperio supports the LEGIC Master-T m Control (MTSC) meaning it can be
launched with a Master-Token SAM 6 ntactless smart card which contains a unique
genetic code. This genetic code e sec nectlon of cards and readers.

4.2 Low Frequen

4.2.1 HID Prox
This HID 125 kH ech

og pports formats up to 85 bits; however the most
common forghal) is R6 bits,Wi output.

The dat a! by Aperi
read.
uses F@j ulation.

E

9 {@
Q is card&tes at 125 kHz. Aperio reads out 40 bits from the card and sends them to

the EA raw format; therefore, the data in the card is not previously processed.

ases ASK modulation.

ical to the data that an HID Prox standard reader would
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